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Today’s agenda
N E R D I O  E N G E R P R I S E  F O U N D A T I O N S

Nerdio + EUC in 2025

The Nerdio 

Optimization Journey

The Adoption & 

Management 

Framework

Building Image Source 

VMs

Configuring User 

Experience Settings

Creating Host Pools & 

Session Hosts

Creating Images

Updating Session 

Hosts

Configuring Auto-scale

Unified Application 

Management

Unified Endpoint 

Management

Settings for success
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N E R D I O  E N T E R P R I S E  F O U N D A T I O N S

Resources for today

• Scan the QR code or go to getnerdio.com/camp-review-nme

• Join the Teams Meeting 

• Confirm you’ve received an email from me

• If you haven’t, please drop your email in the Teams chat

• You’ll need this to access the lab sandbox
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Today’s mission, vision, and purpose
N E R D I O  E N T E R P R I S E  F O U N D A T I O N S

Creating Image Source VMs

• From the Azure Marketplace

• From an existing VM

End User Experience Settings

• FSLogix Configuration

• RDP Profile Settings

Provisioning Host Pools & Hosts

• Creating dynamic / static pools

• Manually deploying session hosts

Updating Image source VMs

• Manually applying updates

• Using scripted actions to automate

Updating Session Hosts

• Manually updating hosts

• Automating host updates

Configuring Auto-scale

• Configuring the default schedule

• Enabling auto-healing

Unified Application Management

• Connecting to repositories

• Creating application policies

Unified Endpoint Management

• Maintaining compliance 

• Adding / editing policies

Generating new image versions

• Automating new version generation

• Active vs. inactive images
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Nerdio + EUC in 2025

E n d  u s e r  c o m p u t i n g
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End of Life:
Windows 10

Windows Server 2012 R2

On-premises legacy 

virtualization is more costly and 

complex than ever.

Enterprise organizations are 

questioning TCO CapEX vs 

OpEX.

Microsoft is winning the 

Virtual Desktop race in the 

cloud.

Organizations will soon be 

monitored on Scope 2 and 3 

emissions.

Microsoft Copilot is the next big 

disruptor in EUC.

Compliance and GDPR is top of 

mind

Cloud costs are one of the 

biggest risks and concerns to 

cloud transformation.

The current landscape 
of EUC in 2025
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N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

What to expect in 2025
Modern UI timeline

April 2025

7.0 (NerdioCon release)

Pages in the new UI:

• Workspaces, Host Pools and 

other AVD pages.

• Settings

• Console Connect

UI toggle to switch between 

old and new UI.

May – July 2025

7.1, 7.2, and future releases

Additional new UI pages:

• Desktop Images

• Product Update

• Users and Roles

• User Sessions

• Other pages*

*To be determined

August 2025

7.3 release (major milestone)

• New features in 

development will be tailored 

for new UI.

• Pages available in the old UI 

and new UI will now only be 

available in the new UI.

Some pages will still be 

present with old UI.

End of 2025

(final annual milestone)

• All pages migrated to the 

new UI

Throughout this process and 

into 2026:

• We’ll obtain feedback from 

customers.

• We’ll use this feedback to 

continuously improve the 

new UI/UX.
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Sr. Product Manager

Want to become a beta tester?

• The Nerdio Product team grants private preview access on a discretionary 

basis.

• Note that private preview features are subject to change.

• Those selected or private preview access are expected to provide feedback on 

feature performance and direction.

Toby Skerritt

Send a request to tskerritt@getnerdio.com to request access to features in private preview.

mailto:tskerritt@getnerdio.com
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Nerdio management pillars

N e r d i o  M a n a g e r  f o r  E n te r p r i s e
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Best Practices

Review your image 

management strategy.

Review the Nerdio Auto-

scaling best practices and 

usage.

Review the Nerdio logs 

and notifications.

Managing 

Performance

Analyze the performance 

of Nerdio.

(SQL / App Service)

Analyze the performance 

of session hosts.

(CPU / Memory / IOPS)

Analyze the performance 

of storage.

(Throughput / IOPS / Latency)

Managing

Usage

Analyze the number of 

host pools.

Analyze the number of 

session hosts.

Analyze storage usage.

Managing

Cost

Analyze cost trends.

Budget vs. Actual 

analysis.

Implement cost-efficient 

VMs.
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The Nerdio Optimization Journey
N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

1 2 3 4 5 6 7 8 9 10 11 12

Foundations Optimizations
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Environment scoping
The Nerdio Optimization Journey

N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

Foundations

Scope your environment

Which applications do users need?

• Which are generally applicable?

• Which are workgroup specific?

How do you expect users to behave?

• Use logs to scope existing environments.

• Work with application developers to scope new (greenfield) environments.

1
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User experience settings
The Nerdio Optimization Journey

N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

Foundations

Configure user experience settings

Create centralized, scalable templates around the user experience.

• Configure and centralize FSLogix settings for use in host pools.

• Build RDP Settings Profiles to define session behavior.

2
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Desktop Images
The Nerdio Optimization Journey

N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

Foundations

Create Desktop Images in Nerdio Manager

Build a tool for rapid deployment and easy management.

• Scope per-workgroup needs for your Desktop Image(s).

• Identify overlap in needs and consolidate.

• Keep images thin to simplify and expedite updates and patches.

3
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Automations
The Nerdio Optimization Journey

N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

Foundations

Implement automations

Create scalable automations for simplified management.

• Inventory and consolidate orphaned scripts, then generalize them.

• Create secure variables in Nerdio Manager.

• Connect your GitHub / DevOps repositories.

• Build scripts natively in Nerdio Manager for Enterprise.

4
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Host Pools
The Nerdio Optimization Journey

N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

Foundations

Create host pools

Define how hosts should be built and configured.

• Select the Desktop Image to use as the base.

• Assign user experience settings (FSLogix, RDP Settings).

• Customize the properties to define deployment and behavior.

5
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Unified Application Management
The Nerdio Optimization Journey

N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

Foundations

Leverage Unified Application Management (UAM)

Implement automated, policy-driven application management.

• Inventory general applications and unique applications.

• Determine what can be automated and what cannot be automated.

• Create and connect an in-house repository.

6
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Auto-scale
The Nerdio Optimization Journey

N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

Foundations

Set up and configure Auto-scale

Configure Auto-scale to optimize your AVD resources.

• Use Auto-scale to help save on costs.

• Use Auto-scale profiles to centralize configurations.

• Add capacity when it counts and remove it when things slow down.

• Use Auto-heal to troubleshoot on your behalf.

7
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Optimizations
The Nerdio Optimization Journey

N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

Optimization plays:

8. Extend beyond AVD with Unified Endpoint Management (UEM).

9. Deliver updates via the foundations pipeline.

10.Onboard new departments using the Foundations Framework.

11.Make iterative changes rather than major projects.

12.Implement Nerdio API to extend into your tech stack.

9 108 11 12

Optimizations
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N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

The Adoption & Management Framework

20

Foundations

Desktop Images
• OS selection
• VM configuration

Scripted Actions
• VM customizations
• Updates

User Experience Settings
• FSLogix profile settings
• RDP profile settings

Unified App Management
• App installs and updates
• Policy-driven automation

Unified Endpoint Management
• Intune endpoint management
• Manage Windows 365

Host Pool provisioning

Create a Host Pool

Configure and Enable 

Auto-scale

Session host provisioning

Done!

Nerdio deploys, updates 

and manages hosts.
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Building image source VMs

I m a g e  l i f e c y c l e  m a n a g e m e n t

21
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I M A G E  L I F E C Y C L E  M A N A G E M E N T

Overview of Desktop Images

What is a Desktop Image?
• An ideal configuration state for VMs.

• Enables centralization for deploying and updating hosts.

How are they created?
• From a template via the Azure Marketplace.

• From an existing Azure VM with the correct configuration. (SAS URL)
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Total variants

• How many variants does the environment 

need?

• Maintain an image for each variant type.

Single-user image

• One-to-one, cannot be used for multi-

session hosts later.

Multi-session image:

• Can be used for multi-session or single-

session (personal hosts).

I M A G E  L I F E C Y C L E  M A N A G E M E N T

Scoping images
What type of image should you use?

23

OR #?
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I M A G E  L I F E C Y C L E  M A N A G E M E N T

Items to avoid on images

Domain joining and

Intune enrollment

Image-incompatible

apps or security products
Per-user Install Applications

• If the image source VM is 

joined to the domain GPOs 

will be in play.

• If the image source VM is 

enrolled in Intune, policies will 

be in play.

• Both of these methods can 
cause Sysprep to fail.

• Until recently, the Zscaler 

client was not compatible with 

multi-session VMs.

• Security products can interrupt 

and cause issues with 

Sysprep.

• Many solutions can be made 

image compatible.

• If not, avoid installing them on 

the image source VM.

• We recommend installing 

these after host provisioning 

via UAM or Intune.

• The fewer applications on the 

image source VM, the more 

predictable updates become.

X X X
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I M A G E  L I F E C Y C L E  M A N A G E M E N T

Creating Desktop Images

Can one Desktop image solve for 

every session host?

Which applications must be included 

on the image?
New from the Azure Marketplace.

Identify the Scope Plan for Before and After Create the image source 

VM

If not, how many Desktop images do 

you need?

Which applications can be installed 

after host provisioning?
Start fresh and create from an ideal 

default state.

Do you need a single-user or multi-

user image?

Can post-deployment app installs be 

automated?
New from existing Azure VM.

Import an existing VM to create 
images.
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I M A G E  L I F E C Y C L E  M A N A G E M E N T

The image source VM is the engine
It is NOT the image itself.

Image source VM

• Target for changes

• Patches/Updates
• One-to-many

Desktop Image

• Used to deploy hosts

• Versioning supported
• Use to rapidly scale

Automations

• Custom app installs

• Customizations
• Intune Policies



© Copyright Nerdio 2025. All Rights Reserved.© Copyright Nerdio 2025. All Rights Reserved.

Let’s see it in action!

27

Image lifecycle management

Walkthrough

• Image source VM creation options

Lab

• Add an image source VM

Environment credentials:

Username: firstname.lastname@nerdiouniversity.net

Password: N3rdi@2025
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E R R O R  H A N D L I N G

Using logs to resolve errors
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E R R O R  H A N D L I N G

Contacting Nerdio Support
Interacting with Nerdio’s Support team.

29

Contact methods What to include

• If you see and cannot solve 

an error in NME, reach out!

• All other items beyond NMM 

are “out of scope”

• NME.support@getnerdio.com • A full screenshot of any 

error messages.

• Steps to replicate the 

issue.

• Any steps you’ve taken 

so far.

Common items we 

cannot solve

When to contact 

Nerdio support

• FSLogix errors

• Hosts showing 

“unavailable”

• Host deployment failures
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User experience settings

30
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U S E R  E X P E R I E N C E  S E T T I N G S

Introduction to FSLogix

Azure Files

Azure NetApp Files

File Server

Nerdio automatically installs by default 

when a new session host is created.

Create these profiles in Nerdio and assign 

them to host pools for centralized 

management

Storage Agent / Application Configuration

What is FSLogix?
• User profile container technology.

• Allows user profiles to roam without losing their customizations.
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U S E R  E X P E R I E N C E  S E T T I N G S

Best practices for FSLogix

32

Azure Files

• Microsoft recommends Premium storage in Azure Files.

• Premium Storage for Azure Files is Nerdio auto-scale compatible.

• Nerdio auto-scaling ensures there is always enough storage available.

• Lower tiers of storage may cause errors in daily operations.

Storage Options

• File Server Share

• Azure Files (Premium)

• Azure NetApp Files (1 TiB minimum required)
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U S E R  E X P E R I E N C E  S E T T I N G S

Introduction to RDP Profiles

What is an RDP Profile?
• A configuration created in Nerdio that defines the RDP experience for users.

Can be created at the settings menu and 

then assigned to host pools.

You can also create them on a per-host 

pool basis.

This allows you to centralize management 

and make changes from one location.

Configuration Per Host Pool Centralize Management
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U S E R  E X P E R I E N C E  S E T T I N G S

Common RDP Profile settings

34

audiocapturemode
• Defines whether audio input can be redirected from the local device to the session.

camerastoredirect
• Makes the local webcam / camera available in the session.

devicestoredirect
• Allows plug in devices to appear in the session.

drivestoredirect
• Redirects drives from the local machine to the session (e.g. USB drives).

redirectprinters
• Allows local printers to be made available in the session.

redirectclipboard
• Allows clipboard sharing between the local device and session.
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Let’s see it in action!

35

User experience settings

Walkthrough

• Create and configure FSLogix profiles

• Create and configure RDP Settings Profiles
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Workspaces, Host Pools, and 

Session Hosts

C r e a t i n g  AV D  r e s o u r c e s

36
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W O R K S P A C E S ,  H O S T  P O O L S ,  A N D  S E S S I O N  H O S T S

Overview of AVD Workspaces

These are logical groupings of Application Groups and Host Pools in 

Azure.

• Each host pool must be associated with a workspace.

• Workspaces can include a mix of static and dynamic host pools.

How are they created?

• You can create workspaces natively in Azure and link them to Nerdio.

• Or you can create them directly in Nerdio. 
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W O R K S P A C E S ,  H O S T  P O O L S ,  A N D  S E S S I O N  H O S T S

Overview of AVD Host Pools

Host Pools are groupings of identical session hosts (VMs) that share 

common attributes. These VMs serve the end user experience.
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W O R K S P A C E S ,  H O S T  P O O L S ,  A N D  S E S S I O N  H O S T S

Session Hosts & Load Balancing

Host Pool + Breath-first
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W O R K S P A C E S ,  H O S T  P O O L S ,  A N D  S E S S I O N  H O S T S

Session Hosts & Load Balancing

Host Pool + Depth-first
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Static Host Pools

• Contains a set number of session hosts.

• Not compatible with Auto-scale.

• Host pools from an existing environment 

appear as static pools (can be converted to 

dynamic).

Dynamic Host Pools

• Contain a flexible number of session hosts.

• Compatible with Nerdio Auto-scale.

• If Auto-scale isn’t configured, the pool will not 

scale in / out based on the workload.

W O R K S P A C E S ,  H O S T  P O O L S ,  A N D  S E S S I O N  H O S T S

Host Pool types

41
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Let’s see it in action!

42

User experience settings

Lab

• Creating AVD workspaces

• Create a dynamic Host Pool

• Add session hosts

Walkthrough

• Adjusting Host Pool properties
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Building image source VMs

I m a g e  l i f e c y c l e  m a n a g e m e n t

43
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I M A G E  L I F E C Y C L E  M A N A G E M E N T

Applying updates and changes

Image source VM

• Target for changes

• Patches/Updates
• One-to-many

Desktop Image

• Used to deploy hosts

• Versioning supported
• Use to rapidly scale

Automations

• Custom app installs

• Customizations
• Intune Policies
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• Automated!

• Leverages what you’ve already 

built.

• Automated!

• Validates that production 

resources built from a Desktop 

Image match expected Windows 

versions.

• Do this only if you must.

• Time-consuming.

• Error-prone.

Via Scripted Actions Windows Update for Business Manually

45

I M A G E  L I F E C Y C L E  M A N A G E M E N T

Update methodologies
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I M A G E  L I F E C Y C L E  M A N A G E M E N T

Create an image – the Nerdio way!
The Nerdio logo indicates automated steps.

Image Source VM

Access the 

original VM

Apply Updates 

& Changes

Power Off / 

Deallocate
Clone the VM

1

Clone of Image Source VM2

Remove Local 

Accounts

Sysprep the 

cloned VM

Capture as an 

image

Deallocate / 

Delete Cloned VM
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A U T O M A T I O N S

Scripted Actions in Nerdio

Scripted Actions are collected in repositories.

• Nerdio provides a default repository.

• You can connect your own GitHub or DevOps.

Two types of Scripted Actions

• Azure Runbooks – these are for the Azure environment itself.

• Windows Scripts – these are scripts for VMs.

Scripts can be generalized and use variables

• Secure variables
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A U T O M A T I O N S

Scripted Actions in Nerdio

Secure Variables

• Stored in the key vault. Only available for scripted actions (NO Intune policies).

• Can be used with generalized scripts to provide boutique customizations.
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Let’s see it in action!

51

Updating image source VMs with Scripted Actions and generating Desktop Image versions

Lab

• Updating the image source VM

Walkthrough

• Adding Secure Variables

• Adding Scripted Actions

Lab

• Creating Desktop Images
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Updating Session hosts

Wo r k s p a c e s ,  H o s t  P o o l s ,  a n d  S e s s i o n  H o s t s

52
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Host Pool

53

U P D A T I N G  S E S S I O N  H O S T S

Updating AVD Session Hosts

Session Host 1 Session Host 2 Session Host 3
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Let’s see it in action!

54

Updating AVD Session Hosts

Walkthrough

• Updating individual hosts

Lab

• Updating host pools
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Configuring Auto-scale

H o s t  P o o l s

55
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• Automate the volume of resources based on capacity.

• Add capacity when it counts.

• Avoid overspending during times of less demand.

• Create schedules for weekends, holidays, and more.

• Automatically update / re-image host pools.

• Automatically heal broken hosts.

A U T O - S C A L E

Auto-scale for Host Pools

56
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Alternative Schedule

The alternative schedule overrides the default schedule 

to accommodate non-typical situations.

• Holidays or events with a decrease in AVD activity.

• Increases in workload, such as seasonal work.

• Any other pre-planned changes in activity.

Default Schedule

The default schedule defines daily auto-scale 

parameters.

• The number of hosts to maintain.

• Peak hours.

• Typical changes in capacity needs.

A U T O - S C A L E

Auto-scale schedules

57
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Let’s see it in action!

58

Auto-scale for host pools

Walkthrough

• Configuring Auto-scale

• Auto-scale profiles

• Host Pools
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Configuring Auto-scale

A z u r e  s t o r a g e

59



© Copyright Nerdio 2025. All Rights Reserved.© Copyright Nerdio 2025. All Rights Reserved.

Configure Auto-scale for Azure Files 

Premium and Azure NetApp Files.

A U T O - S C A L E

Auto-scale for Azure 

Files and Azure NetApp 

Files

60
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A U T O - S C A L E

Nerdio Auto-scale for Azure Files & NetApp Files

• Prevent over-utilization by allocating storage when needed.

• Prevent overspending by removing capacity when not needed.

• Nerdio Auto-scale supports:

• Azure Files Premium

• Azure NetApp Files (ANF)
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A U T O - S C A L E

Capacity vs. Performance

Consider both capacity and performance when sizing FSLogix storage.
• Azure Files Premium – Performance based on share capacity.

• Azure NetApp Files – Performance based on capacity pool.

Azure Premium File Shares Performance

Capacity (GiB) Baseline IOPS Throughput

100 3100 110 MiB/s

500 3500 150 MiB/s

1024 4024 203 MiB/s

5120 8120 613 MiB/s
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Let’s see it in action!

63

Auto-scale for Azure Storage

Walkthrough

• Configure Auto-scale for Azure Files Premium
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Unified Application Management

U A M

64
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U N I F I E D  A P P L I C A T I O N  M A N A G E M E N T

Deployment technologies

65

WinGet

• The public repository is connected by default.

• Connect your own!

SCCM

• Manage applications imported from SCCM.

Intune application deployments

• Manage applications imported from SCCM.

MSIX App Attach / App Attach

• Mount MSIX App Attach images to session hosts.

Shell Apps

• For complex applications incompatible with WinGet.

How will the 

applications be 

deployed?
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U N I F I E D  A P P L I C A T I O N  M A N A G E M E N T

WinGet Overview

What is it?

• Winget gives administrators an easy way to manage, upgrade, install and uninstall applications.

How does it work?

• Winget is built into Windows 10 & 11.

• It manages applications via repositories.

• E.g., Microsoft Store, GitHub, public Winget repository, custom repositories. 



© Copyright Nerdio 2025. All Rights Reserved.© Copyright Nerdio 2025. All Rights Reserved.© Copyright Nerdio 2025. All Rights Reserved. 67

U N I F I E D  A P P L I C A T I O N  M A N A G E M E N T

WinGet Overview

MICROSOFT
STORE

DEFAULT

WINGET

DEFAULT

PRIVATE
REPOSITORY

OPTIONAL

• VLC Player

• Zoom

• Teams

C O M M A N D S
• list

• search

• install

• upgrade --all

W I N G E T
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Let’s see it in action!

68

Unified Application Management

Lab

• WinGet commands
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U N I F I E D  A P P L I C A T I O N  M A N A G E M E N T

Launch WinGet via PowerShell

69

WinGet --info

Shows the version of WinGet and 

the default locations of install 

folders, etc.
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U N I F I E D  A P P L I C A T I O N  M A N A G E M E N T

View WinGet sources

70

Use this command to list and 

manage sources for Windows 

Package Manager.

You can add, remove, update, 

reset, or export repositories.

WinGet source list
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U N I F I E D  A P P L I C A T I O N  M A N A G E M E N T

List WinGet apps on the PC

71

Lists all the applications on your 

computer, the versions, and 

whether there is an available 

manifest in WinGet’s sources.

All applications can be managed 

regardless of whether they were 

first installed with WinGet.

WinGet list
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U N I F I E D  A P P L I C A T I O N  M A N A G E M E N T

List apps with available upgrades

72

Returns a list of any installed 

applications with a newer version 

available for upgrade.

WinGet upgrade
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U N I F I E D  A P P L I C A T I O N  M A N A G E M E N T

Upgrade all applications

73

Upgrades all applications on your 

upgrade list to the latest version 

shown in the manifest.

WinGet upgrade --all
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Marketing HR Sales
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Let’s see it in action!

75

Unified Application Management

Walkthrough

• Importing Applications

Lab

• Creating and assigning UAM policies
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Review

T h e  A d o p t i o n  &  M a n a g e m e n t  F r a m e w o r k
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N E R D I O  M A N A G E R  F O R  E N T E R P R I S E

The Adoption & Management Framework

77

Foundations

Desktop Images
• OS selection
• VM configuration

Scripted Actions
• VM customizations
• Updates

User Experience Settings
• FSLogix profile settings
• RDP profile settings

Unified App Management
• App installs and updates
• Policy-driven automation

Unified Endpoint Management
• Intune endpoint management
• Manage Windows 365

Host Pool provisioning

Create a Host Pool

Configure and Enable 

Auto-scale

Session host provisioning

Done!

Nerdio deploys, updates 

and manages hosts.
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Unified Endpoint Management

U E M

78
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U N I F I E D  E N D P O I N T  M A N A G E M E N T

What is Intune?

Microsoft’s native MDM and MAM built to manage 

• Windows, MacOS, iOS, Android, Chrome, Ubuntu Linux

A replacement for key Windows Active Directory functionality

Manage different types of policies

• Configuration Profiles (instead of GPOs)

• Conditional Access (Zero Trust) – Not configured via NME

• Security Baselines (Security Standards of a device)

• Compliance Policies (Criteria needed for a device to be compliant)

• Update Rings (Feature, Quality, Driver Updates, etc)

• Mobile App/Mobile Device Management (RMM over Mobile Devices)
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U N I F I E D  E N D P O I N T  M A N A G E M E N T

What is an endpoint?

Any device that touches an end user is considered an endpoint.

• Physical desktops, laptops, mobile devices, and even virtual devices.

Is a server an endpoint?

• Traditionally no, but some Intune functions work on servers as well.

• Microsoft makes a distinction between Corporate-owned devices and BYOD devices.

In addition to managing policies, Intune can also deploy LOB apps

• Enroll a Windows Device: https://aka.ms/WindowsEnrollmentGuide

• Enroll a MacOS Device: https://aka.ms/macOSEnrollmentGuide 

• Enroll an iOS Device: https://aka.ms/iOSEnrollmentGuide 

• Enroll an Android Device: https://aka.ms/AndroidEnrollmentGuide 

https://aka.ms/WindowsEnrollmentGuide
https://aka.ms/macOSEnrollmentGuide
https://aka.ms/iOSEnrollmentGuide
https://aka.ms/AndroidEnrollmentGuide
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U N I F I E D  E N D P O I N T  M A N A G E M E N T

Nerdio Unified Endpoint Management

Streamlined Management Interface
• Overlay that exposes common Intune tasks.

• Simplified management interface (Changelog, Versions, Statuses, Rollbacks)

• Surface endpoint details in the Nerdio Portal.

Reduce Management Overhead
• Increase productivity and avoid additional Intune administration.

• Focus on common management tasks.

• Streamline common tasks with fewer clicks.
• View endpoint status with device compliance and performance reports.

Increase Security
• Build-in and custom, granular RBAC roles.

• Delegate common tasks with just-enough access to common endpoint settings.
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✓ Create, modify, backup and track changes to Intune Policies over 

time.

✓ Monitor device performance and compliance with advanced 

reporting.

✓ Manage Windows 365 images, network connections and 

provisioning policies.

✓ Create granular RBAC roles for endpoint management.

U N I F I E D  E N D P O I N T  M A N A G E M E N T

Microsoft Intune & Nerdio Manager
Extend your management of Intune and Windows 365 with Nerdio.

82
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W I N D O W S  3 6 5

Windows 365 Overview

Windows 365 is a cloud-based SaaS service that automatically 

creates Cloud PCs for your end users.

• Remote desktop hosted by Microsoft

• Managed by Intune

• Licensed per user
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Windows 365 Enterprise

• Windows 10 or 11 Enterprise

• Management integrated with Intune

• Private Azure network connection

• Entra ID or AD DS join

• No seat limit per tenant

Windows 365 Business

• Windows 10 or 11 Pro

• No Intune management

• No private network connectivity

• Entra ID join

• Limited to 300 seats per tenant

W I N D O W S  3 6 5

Windows 365 Business 

vs Enterprise

84
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W I N D O W S  3 6 5

Windows 365 Overview

Licensed per user

• Users require the following licenses:

• Windows 365 Enterprise

• Windows 10 or 11 Enterprise*

• Intune*

• Entra ID P1 or P2*
• *Commonly included in bundles.

Private Network Connectivity

• Connect Cloud PCs to a Microsoft-managed network or private virtual 

network hosted in an Azure subscription.
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W I N D O W S  3 6 5

Private network connectivity

Virtual Network

Cloud PC

VPN

ExpressRoute

Microsoft Azure Subscription

On-prem 

environment
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W I N D O W S  3 6 5

Windows 365 Overview

Licensed per user

• Users require the following licenses:

• Windows 365 Enterprise

• Windows 10 or 11 Enterprise*

• Intune*

• Entra ID P1 or P2*
• *Commonly included in bundles.

Private Network Connectivity

• Connect Cloud PCs to a Microsoft-managed network or private virtual 

network hosted in an Azure subscription.

Entra ID or Windows AD DS Hybrid Join

• Join the Cloud PC to Entra ID or Windows AD and Entra ID with Entra 

Hybrid ID Join.



© Copyright Nerdio 2025. All Rights Reserved.© Copyright Nerdio 2025. All Rights Reserved. 88

W I N D O W S  3 6 5

Entra Hybrid Join networking

Virtual Network

Cloud PC

VPN

ExpressRoute

Microsoft Azure Subscription

Entra Connect Sync
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W I N D O W S  3 6 5

Windows 365 & Nerdio + Intune

89
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Custom RBAC roles for 

Intune Management

W I N D O W S  3 6 5

RBAC roles

90
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Licensed per user

• Users require a Windows 365, Windows 10* or 11 Enterprise*, Intune*, and 

Entra ID P1 or P2 license*.

• *Commonly included in bundles.

Private Network Connectivity

• Connect Cloud PCs to a Microsoft-managed network or private virtual 

network hosted in an Azure subscription.

Entra ID or Windows AD DS Hybrid Join

• Join the Cloud PC to Entra ID or Windows AD with Entra Hybrid Join.

Intune Management

• Windows 365 management is built into Intune and available in Nerdio.

Custom Image

• Use a Microsoft gallery image or a custom image with pre-installed 

applications and settings.

W I N D O W S  3 6 5

Windows 365 Management Recap

91
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Private Virtual Network
• Connect Cloud PCs to private Azure virtual network (VNet).

• Private connectivity to Azure resources.

• Connectivity to on-premises resources with VPN or ExpressRoute.

• Use company firewall for content filtering from the cloud PC, adhere to organizational internet 

policies.

Provisioning Policies
• Create, manage, and update Windows 365 provisioning policies from Nerdio Manager for 

Enterprise.

Custom images
• Pre-install applications on a custom image.

• Apply customizations to the image.

• Use Nerdio image lifecycle management and automation to keep images up to date.

W I N D O W S  3 6 5

Windows 365 Management Recap

92
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Let’s see it in action!

93

Unified Application Management

Walkthrough

• UEM integration and portal navigation

• Backup and restore a policy

• Create an Intune RBAC role

• Provision a Cloud PC
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Additional Settings for Success
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Check Auto-scaling monthly 

savings for each host pool.

• The minimum should be around 40% – 

60% depending on usage.

• Review Auto-scaling history and filter by 

User Sessions and Savings Graph.

• Review Autoscaling savings for each Host 

pool.

95

C O S T  M A N A G E M E N T

Review Auto-scale savings
Best practice #1
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Is Auto-scale configured 

optimally?

• Determine if hosts are properly sized.

• Are there too many or too few 

sessions per host?

• Is the best load balancing option in 

place?

Make incremental changes and 

monitor – don’t set and forget!

96

C O S T  M A N A G E M E N T

Optimize Auto-scale for hosts
Best practice #2
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Check utilization and sizing.

• Are host CPU and memory resources 

being used predictably?

• Are hosts sized correctly?

• Are you under or over-spec’d?

• Is your environment cost-efficient?

97

C O S T  M A N A G E M E N T

Review host sizing
Best practice #3
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Deliver a consistent user 

experience.

• Configure FSLogix and apply settings 

within Nerdio Manager.

• Create multiple FSLogix configurations.

• Centrally manage FSLogix.

• Simplify images – install and hide apps 

with app masking, built into Nerdio.

98

C O S T  M A N A G E M E N T

Use FSLogix
Best practice #4
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Check utilization and sizing.

• Is storage sized appropriately for FSLogix? 

Consider performance

• IOPS, throughput, latency

• Enable auto-scaling in Nerdio Manager to 

reduce unnecessary costs.

99

C O S T  M A N A G E M E N T

Review storage sizing
Best practice #5
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Review utilization and sizing.

• Modify retention period to suit 

requirements.

• Consider user cost attribution and 

auto-shrink.

• Change counters in Nerdio Manager to suit 

your needs.

100

C O S T  M A N A G E M E N T

Log Analytics Workspace (LAW)
Best practice #6
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Automate common fixes via script.

• Define what you consider to be a broken host.

• Configure reboots and recovery actions to take to resolve the issue.

101

C O S T  M A N A G E M E N T

Enable Auto-heal
Best practice #7
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Reserved Instances reduce 

the cost of session hosts.

• Especially useful if there is an always-

on base capacity present.

• Use the modeler to project the impact 

of reserved instances.

• RIs can be analyzed on a per-host 

pool basis.

102

C O S T  M A N A G E M E N T

Use reserved instances (RIs)
Best practice #8
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How does it work?

• ACE is enabled on host pools.

• It allows Nerdio Manager to provision 

machines on alternative VM sizes if 

the default is unavailable.

• Unless you have specific 

requirements, we recommend using 

ACE!

103

C O S T  M A N A G E M E N T

Use Azure Capacity Extender (ACE)
Best practice #9
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How does it work?
• VMRSS gathers and assesses 

resource demand over time.

• This produces data-driven 

recommendations to resize over 

/ under-provisioned desktop 

VMs.

• VMRSS works for both personal and 

pooled desktops.

104

C O S T  M A N A G E M E N T

Use VM Rightsizing
Best practice #10
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Use the latest VM version for 

better performance.

• Going from an Intel v4 VM to a v5 VM can 

provide up to 24% better performance.

• Moving from a D16DS_v4 to v5 saw 12% 

more users on a single session host,.

• Newer VM versions cost nearly the same 

as previous versions with double digit 

performance improvements.

105

C O S T  M A N A G E M E N T

Use the latest VM generation
Best practice #11
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Thank 
you
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